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 Error correction and detection is very important for the preservation of data in modern 

technology.  As information and data travels throughout the internet, it can become very 

corrupted, requiring the use of error correction just to be usable.  Unreliable media, such as 

DVD’s, are completely unusable without the use of error correcting and detecting codes.  Even 

flash drives become more unreliable as they become denser with additional data storage.  One of 

the original and more basic of the error detecting and correcting codes are Cyclic Redundancy 

Check codes or CRC’s for short.  CRC’s are effective in their use to detect single errors, double 

errors, and burst errors through the use and application of basic mathematic principles within 

finite fields.  Used in media such as USB devices, CRC’s ensure the validity of the stored data 

through their uses in error detection and retransmission of data, should an error occur.  Without 

the use of Cyclic Redundancy Check codes to check stored and transmitted data, much of the 

media and information networks we use today would be so corrupted as to render them useless. 

 The creation and application of cyclic redundancy check codes requires the use of a 

specific type of finite field, known as a Galois Field.  Abbreviated GF(X), a Galois Field is 

defined as a finite field composed of X elements.  Galois Fields use modular arithmetic because 

of their finite nature consisting of a defined number of elements.  Modular arithmetic in a finite 

field is a system of arithmetic using integers between zero and one less of the size of the field.  

The modulus systems of arithmetic are based upon a cyclical counting pattern to that similar of a 
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clock by returning to zero whenever the size of the field is reached.  For example, GF(3) would 

increment in the following pattern:  

0 1 2 0 1 2 0 1 2 … 

There are five axioms of a field that must be true in order for a number system to exist as 

a field.  Figure 1 shows these axioms, including the properties of: commutativity, associativity, 

identity, inverse, and distributivity.  Each property, except for the distributive property, is 

additive and multiplicative so must hold true for both aspects of the field.  A Galois Field will 

obey all five axioms only if the number of elements it contains is a prime number or a power of a 

prime.  Otherwise, the field would fail to have a multiplicative inverse for every element, 

rendering it incapable of using the modular arithmetic necessary for the creation of error 

detecting and correcting code.  For example, Mod(4) arithmetic could not be utilized in GF(4) 

because two does not have a multiplicative inverse, as seen in the multiplication table in Figure 

2 by the fact that there is no number that can be multiplied by two to equal one. 

Figure 1: Axioms of a Field 

Property Additive Multiplicative 

Commutative X + Y = Y + X XY = YX 

Associative 
X + (Y + Z) = 

(X + Y) + Z 
X(YZ) = (XY)Z

Identity 0 + X = X + 0 1(X) = X(1) 

Inverse 
X + (-X) = 

(-X) + X = 0 
X-1X = XX-1 = 1

Distributive X(Y + Z) = XY + XZ 

 

Figure 2: Mod(4) Multiplication 

Table 

x 0 1 2 3 

0 0 0 0 0 

1 0 1 2 3 

2 0 2 0 2 

3 0 3 2 1 
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By definition a mathematical field must be able to utilize the properties of addition, 

subtraction, multiplication, and division.  The cyclic nature of modular arithmetic within Galois 

Fields must then be taken into account when doing calculations such as addition and 

multiplication, for whenever the size of the field is attained, the sum or product will result in a 

zero.  For example, when adding 6 and 7 in Mod(8) the answer will be 5 since adding one to 

seven will equal the size of the field so will equal zero: 

6 + 7 = (5 + 1) + 7 = 5 + (1 + 7) = 5 + 8 = 5 + 0 = 5 

Also, when multiplying 3 and 3 in Mod(8) the answer will be one: 

3(3) = 3 + 3 + 3 = (3 + 3) + 3 = 6 + 3 = 6 + (2 + 1) = (6 + 2) + 1 = 8 + 1 = 0 + 1 = 1 

 For their use in cyclic redundancy check codes, Galois Fields operate in Mod(2), or 

GF(2).  Mod(2) only uses the elements zero and one so will interchange between the two 

whenever addition occurs.  In Mod(2), addition is the same as subtraction because incrementing 

one will equal the size of the field so will be equal to zero.  Thus, 

1 + 1 = 1 – 1 = 0 

Because of these principles, the addition table of Mod(2) expresses the properties of the 

exclusive or operator in that the addition of two zeros or two ones will equal zero, but the 

addition of a one and a zero will equal one.  Additionally, the multiplication table of Mod(2) 

expresses the properties of the and operator in that zero multiplied by zero or one will equal zero, 

but two ones multiplied together will equal one.  The addition and multiplication tables for 

Mod(2) can be seen in Figure 3. 

 Galois fields are proven to be true fields under the five axioms, so will therefore have the 

same capabilities as number systems.  Along with the basic calculations of addition, subtraction, 
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multiplication, and division, Galois Fields can be used for a wider variety of applications.  For 

example, Galois Fields can be applied to create polynomials and matrices, which can be used to 

perform calculations. 

Figure 3: GF(2) Addition Table        GF(2) Multiplication Table 

+ 0 1  x 0 1 

0 0 1  0 0 0 

1 1 0  1 0 1 

 

 Polynomials can be expressed within Galois Fields so long as the coefficients before each 

term are within the size of the field.  For example, a polynomial in GF(4) may have the 

coefficients zero, one, two, or three for each term in the polynomial, such as the polynomial 

2 3 1.  Another way to express polynomials is by the string of their coefficients.  

In this way, in the example polynomial 2 3 1, the coefficients are seen to be a one 

in front of the term , two in front of , zero in front of , three in front of , and one in 

front of .  By stringing these coefficients together, we obtain 12031 to be the simplified 

version of the polynomial.  Using this simplified terms can make polynomial calculations easier. 

 In polynomial multiplication, the calculation can be set up and solved by multiplying 

each term of the first polynomial with each term of the second polynomial then simplifying by 

adding the like terms.  In this way, when a term is multiplied with another, the variables will 

multiply as usual to obtain their order, but the coefficients, when multiplied, will follow the 

multiplication rules of elements in a finite field.  Then terms with the same order of variables 

will add according to the rules of addition of finite fields.  For example, it can be seen that  

3 2 2 3  2 0 4 2 1 
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in GF(5) by using this method, as seen in Figure 4. 

Figure 4: Expanded Multiplication 

                                   3 0 2 

                              2 0 		 3 

                                 3 4 0 1 

                        3 0 2  

           0 0 0 0  

2 		 0 4  

2 		 		 	 0 4 2 1 

Simplified Multiplication Form 

              1  3  0  2 

           2  0  1  3 

              3  4  0  1 

          1  3  0  2 

      0  0  0  0 

+2  1  0  4 

  2  1  1  0  4  2  1 

Polynomial division can be used in Mod(2) in order to perform operations in error-

detecting codes.  Because the polynomials will be in Mod(2), the only possible coefficients will 

either be zero or one.  To perform this type of division, the divisor will be multiplied by another 

term so that the first term of the divisor equals the highest order of the dividend.  This term will 

then be the first term of the quotient.  The scaled divisor will then be added to the dividend, 

remembering that addition and subtraction are the same thing in Mod(2).  This is repeated until 

the order of the dividend becomes less than the order of the divisor.  For example, Figure 5 

shows that if the divisor is 1 and the dividend is 1, the first term 

of the quotient will be  so that when multiplied to the divisor, the highest terms of the divisor 

and dividend will be equal, so will cancel.

Division of polynomials in GF(2) can then be applied within error checking and error 

correcting code as a fundamental foundation.  Heavily used in Cyclic Redundancy Check codes, 

or CRC codes, the division of irreducible polynomials allows for code generation and error 

detection of message codes through the use of the remainder of an irreducible polynomial. (An 
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irreducible polynomial is one that has no non-trivial factors.)  The remainder is crucial to the 

CRC code.  Therefore, the polynomials used must be irreducible to ensure that they will produce 

a sufficient range of remainders. 

Figure 5: Expanded Division Form 

  			 0 0 1 

1  )	 0 0 0 1 

  			 			  

  0 				 0 1 

             			 	  

          0 0 0 0 1 

             			  

       0 		 0 1 

          		 1 

       Remainder =  0 		 0 

Simplified Form 

              1  1  0  0  1  1 

1  1  1  ) 1  0  0  1  1  0  1  1 

   1  1  1 

   0  1  1  1  1  0  1  1 

       1  1  1 

       0  0  0  1  0  1  1 

        1  1  1 

        0  1  0  1 

            1  1  1 

           Remainder =  0  1  0 

 

 Cyclic codes use modular arithmetic in order to encode messages according to the 

following formula: 

F X 	X G X R X Q X P X  

where F(X) is the encoded message, n is the number of binary digits in the encoded message, k is 

the number of binary digits in the original message, G(X) is the message polynomial, P(X) is the 

generator polynomial, Q(X) is the quotient, and R(X) is the remainder.  The generator polynomial 

must be an irreducible polynomial to ensure that the result of dividing X G X  by it will create 

a remainder.  This remainder is then added to X G X  to create the final encoded message by 
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serving as check symbols.  This encoding will therefore produce a code with information 

symbols first that store the original message, followed by check symbols that can be used in error 

detection.  See Figure 6 for an example of how to encode a message using cyclic codes 

according to the formula. 

Figure 6: Message Encoding Example Using Cyclic Codes 

Step 1:  Identify the generator 

polynomial, P(X); the message 

polynomial, G(X); the size of G(X), k; 

and the size of G(X) after encoding, n 

1 

	 1 

10 

15 

Step 2:  Find  15 10 5 

 

Step 3:  Multiply the message 

polynomial by  

 

Step 4:  Divide  by P(X) 

using long division 

 

 

1 1  

1  

Step 5:  Add the remainder, R(X), to 

 to obtain the encoded 

message, F(X) 

 

 

1* 

*F(X) can also be expressed in binary as 100101011111011 

 Cyclic Redundancy Check codes are used and applied when data information is sent 

electronically in forms such as the internet, e-mail, or USB devices.  The CRC codes are thus 
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able to encode messages for sending and decode any received messages.  Once the code is 

received, the CRC codes can then be used to check the message for error and possibly correct the 

errors once they are detected.  It is thus inefficient to not include error correcting code while 

sending and receiving messages, such as when the internet is used. 

According to Peterson and Brown in their article, “Cyclic Codes for Error Detection,” an 

encoded message H(X) with errors can be represented by: 

H(X) = F(X) + E(X) 

where F(X) is the original message and E(X) is the error polynomial. [2] The error polynomial’s 

nonzero terms correspond to the erroneous terms in H(X) since their addition to F(X) will corrupt 

the data of the corresponding terms of equal degree.  F(X) is divisible by the generator 

polynomial, so the received message H(X) should be also if it does not contain any errors.  If 

H(X) is divisible by the generator polynomial, it either has no errors, or the error polynomial is 

also divisible by the generator polynomial.  In order to avoid the latter, the generator polynomial 

must be chosen carefully to ensure that no E(X) will be divisible by it. 

 Any single error in the encoded message can be detected if the generator polynomial 

contains more than one term or if the encoded message was generated by the generator 

polynomial P(X) = 1 + X. [2] A single error in the message at the nth position is represented by 

the error polynomial Xn.  As long as the generator polynomial has more than one term, it 

therefore cannot divide Xn evenly, thus ensuring the detection of the error when H(X) is divided 

by the generator polynomial.  If the encoded message is generated by the generator polynomial  

P(X) = 1 + X, the message polynomial must have an even number of terms.  Therefore, the 

division of the encoded message H(X) by the generator polynomial P(X) = 1 + X will detect any 

single errors or any odd number of errors. 
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 In order to detect double errors, the generator polynomial must not be divisible by the 

sum of the two error terms of degrees less than the length of the encoded message, depicted as 

X X . [2] This can thus be factored as X 1 X .  It has already been proven that the 

generator polynomial is not divisible by X  because it must have more than one term.  Every 

polynomial has an exponent Z such that 1 X  divides into the generator polynomial evenly 

with the least positive Z. [2] Because the degree b – a is less than the size of the encoded 

message, which must be less than the exponent Z, the generator polynomial cannot be divisible 

by 1 X .  Therefore, both errors will be detected.  Furthermore, triple errors can also be 

detected if generated by the polynomial P X 1 X P X .  This is because 1 X  detects 

single and triple errors, and P X  detects all double errors. [2] 

 A burst error can be defined as a section of the message beginning from the first error to 

the last error and with a length equal to the number of symbols between the first and last errors. 

[2] This type of error is detectable so long as the size of the error is less than the number of 

check symbols in the encoded message.  Otherwise, the generator polynomial will have a higher 

degree than the error, so cannot possibly divide it.  Just as with double errors, a cyclic code 

generated by the polynomial P X 1 X P X  will also thus detect two bursts of error. 

 The sending of information through external USB devices is a very complicated process 

that relies upon CRC codes.  According to the article “Cyclic Redundancy Checks in USB,” 

USB devices use two CRC codes with one for the header that commonly uses the general 

polynomial: 

x x x  

and the other for the data packet that commonly uses the general polynomial: 

x x x x  
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USB devices then use a shift register filled with ones, using the commutativity and associativity 

of the XOR operator, and bit-wise inverting of the remainder. [1] 

As seen to be one of the simpler types of error detection, Cyclic Redundancy Check 

codes are used within various media and devices, including the internet and USB devices.  

CRC’s are based upon Galois Fields and use mathematics that is relatively straight-forward and 

easy to understand.  As CRC’s are only one of the more basic error detecting codes, other more 

complex codes are used in other devices.  Much research has been done and continues to be done 

on how to detect and correct errors using codes such as these.  Error detecting and correcting 

codes provide a fascinating subject that can be studied by both undergraduates and professional 

computer scientists alike to provide an interesting learning experience within a very important 

and practical application. 
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